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sgcurity considerations st au early dete would be accorplished iv
the Office of Security could also have & representative abtend

mmetlings of the IP Board and the Technical Review Commiiies ol OO,

Beconmendntion Ho. 8

. B Thal the IP Beard invite z seowrity sdvisor
to be present at all Poard mectings.

U. That OCS have o seowity advisor prasent ab
2ll meatings of ite Technical Review Complitea,

E 3. The security constraints sssocisted with the use of ALP
way well be the l{cy Tactor in detensining how fast and how for the
Agemey can go in uldilizing cw;xu‘%@rizeé ivhouse and commundiy-wide
interactive and/or time-sharing informetlon systems. Hors ineGopth
annlysis 1s needed to clesrly identify the degree of vulnerability
and rigk involved, end Lo Gevise and test the conirols reguired in

.

establishing scceptable security stendards. The skills reguived fov
guch studies ang experﬁa..’/.e.;;a are in ghort supply, and ualess tuis
t&ﬂc is seeorded o high peiority, the benefits contamplated from Tinoe
shaving dnteractive aa,m‘.@s will zogt likely have to be deferred
pending the solubion of security problexs. Some tough decisions lie
shead Lor top-level monogement la connection with balancing the
troditional regﬁmmenta Lor secuwdly comparituentation of ialorunticn
sgalnst the sdvantages éhic?:x sight acorue from ADP interactive tins-
guharing services 4if thess requirements were relaved. Agency manugos

ment will need all the. expert advice and wasistance it can get on
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this problem.

L. In spite of the foregoing recognized nced Ior expert
security advice, rather then increasing The 03 copebllity in the
AP Tield s we believe {5 oecessary, & recent declmicon was mde |
To fﬁ&ma the nuber ©f secwrity people working on MFP zakters. Ws '
foar that '%ms way be fulse sconomy. The Agundy wild moot cowrbtalnly
need an incressed ausber wf bighly qw&iﬁfi@& individualis in the fi@id
of ADP mecurity. | o

5. 005 perticipates in the Comuwsity On-Line Tntelligeuce Spsten
experiment (COING), first proposed by tue Progident's Foveign Intel~

ligence Advisory Board (FFLAB), Thls system bog mony of the saue

pecurity problems as thoss cublingd shbove.

6. Orficisls im OCS believe that COINS would best meet FFIAR
nopes 1 1 wvexe a $ime-ghacing, multi~clospilicstion level systau.
Such a system vould allow & user To quexy oaly those files for which
he vas cleared or bad a need-to-know. It would eliminate the need
for &l meré to hmre £11 clearances for all files in 'the Hystem.
The adopiion of such & systan would alzo $£it with the OC5 propossl !
Por one ceatral COIHS compaler rather than the many now cumployed. | |

) 7. The Security pecple, however, hove problens with such @
x:%:;s-i;émg Two OC5 orPlcials told us thebt our 0ffice of Securily believes
_i:h.ajzi there 1s RO Wy 0 maiee & CULED time~chayiag #;,fsﬁzf&rz secure bub

' guab O3 bas oot put thely vessons in writlng. 00S also expressed

SECRET ,

A B NP2 A (N /OO AL O




Approved For Release 2006/10/14 : CIA-RDP84-00780R003400080006-3

SECRET

concen dbhout the linmited amount of effort 05 was glving the tiuge
gharing a.c—aéariw problen. The 008 officlels are convigced that a
Simge-aharing pulti~cleavasce level COIES can he moda geeure ard
‘sﬁ«cmir& disturbed sbout whad fmﬁey vrimze::é o an intransigent positicn
ou the part of (2. f%he OO aﬁ‘ficar responsible for Ageucy 1TP security
wos then intervieved to determine 1f & true irposse existed.

8., The 05 ADP cf.‘s'ficer,‘ who iz also Chadwmen of the AW E‘:gcmz:‘a‘f;::f -
Subconmitiee of the UIID Secm’*ity Comwittoe, condlvmed the OO view |
thot Security belisves tlme~sharing with the 184 360/67 waith maltlis
clearance level Tiles has seocurity problems. Ab the proseat tine
thers sre aboub 5@‘} remote bermivals tied to our Agency time=gharing
360/67. A great many people have access 1o tha 50 ermivals. Mora
people have access to the somputer and the £iles 4n 005, If o 380/67
auch &8 au{'a vere thes the one central couputer for COING, posnibly
thousands more wowld have sccess to the filss. Nore thpucands of
people would be added if TIA Lies the Unified and Specified Compunis
%o COLIS so they have proposed. Unlike the "rid dnye® vherein Socurily
concentrated on people and the files they kept ia a fow sale Gromers y

05 belleves it is now faced With & provlen over wuich $% cowld loue
211l security controls
9, 03 believes thot the sdvent of the firsty ADP-hosed files

Candidplied the potentied T oillage, tampering, wod penetrstion of

- aatelligence fovormsiion. I their view, time-shoring hes sade e
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prgblem meny, many times worse. 08 'i:hran roipes the guestion of thi
a&g& e of gecurity wo cun now accapt with Tige-ahs ”ixw god how this
&uwefa of security 1z to be @S"&&bli.ﬁheﬁ«

. 10. 08 believes cortain stepy must be taken o entablish the
degree of seeurily thut is mecopteble with the 360/67. These nve a3
followss |

Be 33&%@1%1135&‘ the gecurity i‘éaﬁ;wm' m.-"hhs m}? s;ym‘:@ﬁu

B. Dotormine the sam.:z*i ty Llaws in the sysben. |

¢. Tost the systen with a eontrolled experizeat.
Each step hes subesteps. For aa:f;mpie s dn item Y.y Securdty would wandh
-t gtudy the herdvare for Plovs. The exeoutive software that contonls
mﬁ hardvare would thﬁ hava to e swﬁﬂm For £1lavbs Taey would sino
hove to Jook st the dndividual job prograws, the aceess control, the
case of pengtrabion; elc.

1.3..- 03 feelas thet these three sleps wmzl& than give then & "bull
park” wderstending of the gystem's security. 05 does not now huv
tue capadility to do even this basic job. With dhic in mind, it iz
understondsble why they hove not done move wiih OUS 1o work cud the
securily problems of & COINS pultl-clearsace, maldbl-tccons tlmg-
gheelag systen.

12, 05 pelieves that the basic mmupowor requlrement to do the
- '“m:sii park™ stady auul eh sbove would a8 SIT-NE QXGNP T

,x-m.zs:r Waalu ililﬁlﬁ:ﬁw twlﬂa,mwm mmww. éﬁw&a’“‘?« ﬁ;?fﬁﬂi»m%%' o
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ccmpu*ber systams progrwﬁ:ers > emd two security people, at leést
one of whow would have ADP experience.» |

13. F'T'he'. complex ADP security problem is hitting 03 at & time
when they are being ssked to cuﬁ back in menpower. There is then
the gquestion .o.’c“ where _OS allocates its effort. From the CC8'%s view,
more should be directed toward the tlme-sharing ADP gecurity prob.:.en.
In our ,}udgment, the Agency has madfa a large co:mnitme at to time- |
sharing ADP as well as to the COI!S 3 experiment . he doubt that owr
commitments in these two aress will diminish or even hold steady.
An exponded effori appears inevitable. The IG Audit Staff is now
acciuiring o333 ADP:‘audit ¢a§ability in recognition of the continuing
and expanding audit requirements ia this arezi. We believe the
OfTice of Security must also glve ADP an iancressing amount of
© attention. | |

Recommendation No. 9

That OCS and OS review their ADP securlty wmenpover
requlremente and dovelop measwres 1o lnsure the secure,
compartmented use of the 0C3 time-sharing 360/67 system
both for CIA internal needs and foxr pawntial COINs
gpplications..

14, Emergency Plannine ~ One major unsolved problem in the 008

Tield of actlivities which hes a security connotstion is the lack of
fbackuzs‘eg,uipment in the event of disaster.' There czﬂrz'ently exlsta

0o formal con‘tzingency plan of my I;inﬁ ’no prov:s.de for cmtim.auim///
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3. The technical people that carry out owr ADF efforis are
Wighly treined end skilled specialists. Compebition for tholir |
seavices is intense. However; O0S has Deen gble to hire these
people, but bolding them bes bees more difficult., We believe that
OGS would nold more than they do if the Office x“f;rkiz:g eavivonomond
could ve expanded and lmproved.

L, The 003 management 15 Fully aware of the @mcé problem and
hasg s%xuggleﬁ toward & soluticu. The Office mamegers are ccucersed
sbout vearranging, clesning, and brightening wp thelr york amam
and taking steps to cut down on the nolse level. Iu our Judgment,
however, mafe repains to be done.

Recormendation Ho. 1@

That DDS arvange £ov a thorough study of QC5
space needs and, upon completion, teke vhatever
acbion possible to satisfy the needs.
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